Satellite Interference

Mitigating satellite
INterference

Glowlink provides cutting-edge satellite monitoring products to mitigate
satellite interference. Helen Jameson spoke to President, Jeffrey Chu to
get his perspective on the interference detection industry and find out
how it has evolved.

Question: Many thanks for taking the time
to speak to us. You have been involved
extensively in military satcoms through-
out your career. Can you please begin by
telling us your thoughts on how satcoms
are reforming military communications?
How significant are they?
Jeffrey Chu: | actually began my career
working on the military side of satellite com-
munications, although through the years we
have straddled both the military and com-
mercial sides. Today we are about 50/50 in
terms of revenue so Glowlink really has a
broad exposure to both sides of the fence.
I think that satellite communications are
definitely reforming the military. Number one,
satellite communications are very local. They
have incredible reach. In addition, satcoms

are wireless and one satellite can roughly
cover one third of the earth’s surface and this
is extremely useful for military communica-
tions where you need the connectivity wher-
ever you go, even in the most remote areas
of the world. So from a connectivity stand-
point it's a no-brainer. It is a must-have for
military communications. The long-haul,
point-to-multipoint, broadcast and wireless
capabilities are features that allow the mili-
tary to be highly mobile. Satellite allows mili-
tary operations and missions to be com-
pleted more effectively.

| think the other benefit has to do with
modern technology that is used both in space
and on the ground that allows flexibility in
terms of connectivity. Satellite affords a lot
more flexibility in terms of the different types
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of communications that are required and how
you want to connect the different communi-
cations points. What | mean by this is, for
instance, not just in military but also on the
commercial side, you can be anywhere and
you can receive video, voice or computer
data. You can receive a lot of information in
a transmission and that helps a lot in mod-
ern warfare where you have groups of peo-
ple carrying satphones or some sort of IP
device.

The communications are highly mobile,
highly flexible and you can transmit a variety
of information. Satellite is transforming the
military in terms of overall effectiveness of
communications. The efficiency is more in the
realm of power consumption or how long your
particular communications device can last.
If your communications device has to be a
huge dish or a huge truck then that is not
going to be very efficient. However, if you
have a handheld device, that is going to be
much more effective. So that is what the tech-
nology both on the ground and in space can
allow. Satellite communications have helped
military communications to evolve into some-
thing way more efficient and more connected
than before.

Question: You have also had a pioneer-
ing rolein theintroduction of interference
detection systems for the military. How
have these systems changed over the
years?

Jeffrey Chu: The interference problem has
always been around in terms of both com-
mercial and military satellite communications.
In the beginning there was clearly a big em-
phasis on the military side. Interference has
historically always been a problem because
the satellite sits up there in space and is vis-
ible to a third of the earth’s surface so any-
body with an uplink could intentionally or un-
intentionally interfere with satellite commu-
nications.

In the early days of satcom, the govern-
ment flagged the military as the most pre-
dominant user of satcom. Commercial
satcom really didn’'t happen until way after
that. In the beginning, interference was very
much out in the open and if some bandwidth
was not being used and somebody injected
a signal or a pirating signal you could see it
clearly. However, this is not a very effective
way of detecting interference because it is
not interfering with anybody if it is out in the
open, right? This is really unauthorised us-
age on bandwidth that you are not using
anyway.

About ten years ago the technology
hadn’t evolved to the point where you could
directly detect interference that occurred
within the bandwidth of a particular carrier
communications signal. You couldn’t really
see it because it was buried in there. We as
a company first developed the technology
that allows you to look underneath a com-

munications signal for any interference that
is present in that particular signal. Interest-
ingly enough, we did that for the commercial
world because the commercial side gets a
lot more in the way of interference than the
military. All the satellite operators were say-
ing that they were getting a great deal of in-
terference and the only way that they could
do anything about it was to ask their cus-
tomers to turn-off the traffic. Well, you can
imagine going to CNN and telling them to
turn-off their traffic so you can look at what's
underneath it. They’re not going to be very
happy! So about ten years ago, which was
actually about the time that Glowlink was
founded, we developed the technology that
actually allowed you to look underneath a
communications signal without having to re-
move the traffic. That technology is fairly so-
phisticated and it was developed for commer-
cial usage but whether it is commercial or
military, everybody has a need for this type
of technology.

That is really how the interference de-
tection system has evolved over the years.
Before we came on the scene that type of
technology did not exist. Interference detec-
tion systems of today are a lot more power-
ful than they were in the past.

Question: Interference is a constant
threat to troops on the battlefield and to
the security of our armed forces but how
much of this interference is actually
caused by hostile forces and how much
by human error?

Jeffrey Chu: On the commercial side, most
of the interferences are caused by uninten-
tional means whether that is human error or
equipment failure. The vast majority of inter-
ference is on the commercial side.

On the military side, you generally do not
see a great deal of interferences. The rea-
son for this is that the military uses a lot more
discipline and they manage their frequency
transmissions in a more controlled way than
the commercial transmitters. If you look at
the commercial guys, they have SNG (satel-
lite newsgathering) equipment and they ar-
rive somewhere, point and shoot. Well, they
may not be pointing exactly at the right sat-
ellite.

This creates a unique problem - what
happens if military communications need to
use commercial bandwidth? If you are a mili-
tary user you are disciplined when using your
own satellites but once you start to use com-
mercial bandwidth you are in an area where
there is much less discipline and it is not
properly policed. The fact that the military are
using increasing amounts of commercial
bandwidth is causing some of the problems.
In terms of the volume of interferences, a
high percentage is caused by human error
or equipment failure. However if you look at
the consequences of interference whether it
is unintentional or intentional, on the com-

mercial side the worst outcome is loss of rev-
enue or a customer screaming down the tel-
ephone to say that he’s lost his picture. How-
ever, on the military side it could be devas-
tating. The worst outcome could be loss of
life. So interference cannot be trivialised as
it often is on the commercial side. The mili-
tary have a concern that the commercial
bandwidth is not as tightly policed. The main
difference between military and commercial
are the consequences of the interference.

Question: How common are instances of
interference on the battlefield and once
interference has been detected, how can
it be stopped?

Jeffrey Chu: There used to be no way of
stopping interference. Nothing could be done.
You would simply go onto a different chan-
nel. To a certain extent, they still do that now
and move the traffic to another part of the
frequency band where there is no interfer-
ence. But if there is interference all over the
place there is nowhere to go. Trying to do
something with the interference has always
been the Holy Grail. How do you stop it? It
really takes two things. Firstly, you have to
have a very powerful capability to properly
detect and characterise the interference.
Secondly, you have to properly understand
the nature of the interference. Once you have
got these two things pinned down you can
bring in geolocation. Geolocation is really a
term broadly applied to mean, discovering
the location of the emitter of the interference.
Once you have identified the interferer you
can deal with it.

In the commercial world you can call
someone and tell them to stop the interfer-
ence or you will have to take them to court.
Most of the time though, if it is due to human
error they will put a stop to it but if you don’t
confront them with the evidence they will just
deny it. Nobody wants to own up to it being
their fault. However, if you confront them with
the solid picture of evidence most will fix the
problem.

In the military and the civilian world when
you get interference you sometimes can't get
the other party to cooperate so you have to
go through diplomatic channels or some
other means to solve it. But the key to that is
finding out where the interference is coming
from. That’s what geolocation is all about. The
concept of geolocation has been around for
along time. Up to about two years ago these
systems were cost prohibitive. They were
very expensive and they didn’t work very well
and the reason was that they were designed
upon old technology that really couldn’t deal
with these problems effectively. Some of
these legacy products simply have not been
able to step up to the plate. However, these
days the systems are highly effective, ex-
tremely affordable.

Interference is like the crazy uncle in the
basement. Everybody has got their problems
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but they don't talk about it because the cus-
tomers don’t want to hear that so the prob-
lem is really like a worst kept secret — no-
body wants anybody to know that they have
had interference, but everybody does get
interference. But if you ask them if they need
the technology and tools to deal with this
problem they absolutely will tell you that they
do. They will buy it.

Question: Glowlink’s latest product, the
Wideband Global Spectrum Monitoring
System, will tie in with the new WGS con-
stellation, the first of which has recently
become operational. What specific modi-
fications have you had to employ in or-
der to monitor these next generation sat-
ellites?

Jeffrey Chu: The WGS is the next genera-
tion military satellite. It has a tremendous
amount of bandwidth compared to the previ-
ous generation and is expected to become
fully operational in 2012. The constellation
will provide global coverage and it is going
to be the United States’ most powerful mili-
tary satellite yet. It will have a lot of flexibility,
a lot of capacity.

In that sense, we have to tweak our sys-
tems to meet the demand of the flexibility and
the amount of traffic that it carries. Luckily,
our system is flexible enough that we only
need to tweak it a little bit. Our system ended
up playing a critical role in the activation of
the first WGS satellite. It has a state-of-the-
art monitoring and interference detection re-
gime that we invented called Synchronised
Monitoring. That is a technology specifically
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used for this type of communication. The
WGS is based on a commercial satellite plat-
form built by Boeing and they can also use
the platform for commercial satellite opera-
tions as well. So the kind of technology we
ushered in would be equally applicable for
commercial use. Glowlink is therefore very
well positioned to contribute to the commu-
nity in that sense too.

Question: In terms of the military versus
commercial customers, what, if any modi-
fications are made to your products be-
fore being sent for military use? Arethere
any differences?

Jeffrey Chu: There are some differences in
terms of applications and specific technolo-
gies. However there are some core, bread
and butter issues for all customers such as
product reliability, product performance and
the kind of support we provide and nowa-
days especially, the affordability. In those ar-
eas, there is no difference. The product is
equally reliable whether it is sold to the mili-
tary or to the commercial sector. We provide
equally responsive support and the product
must meet high performance standards with-
out breaking anybody’s bank. We always
have to justify the return on the equipment
that people buy. It's a very stark reality for
the commercial world. But even for the gov-
ernment world, where people often think they
can print their own money, budget is critical.
The product has to be affordable. So value
and return on the products are becoming
equally important for both military and com-
mercial.
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Question: In your opinion, how will your
products evolve in the future?

Jeffrey Chu: I think we will be evolving along
with our customer’s needs. There is no doubt.
| think there will be more features required
whether it is in the type of signals that are
going to be deployed and the kind of infor-
mation they want to get — the whole set of
complexities increase. We will meet these
demands the best way we know how whilst
not raising the prices. So the price will ei-
ther not evolve at all or it will get lower. We
are very confident of this. So as we go for-
ward we see our products getting better but
also getting more affordable and what allows
us to do that is the in-house knowledge base.
You must have a core knowledge base within
a company to allow you to quickly adapt your
products in a cost-effective manner.

We do have technology partners —itis a
good thing to have technology partners - but
sometimes having too much out there pre-
vents you from quickly and effectively adapt-
ing to any new demands. As we evolve we
will offer more features and more diversity,
for example IP. The great thing is that these
modern products are easy to change and de-
velop through software, unlike changing a
piece of hardware.

A good analogy would be the difference
between trying to re-engineer an automobile
and trying to re-engineer a website. One
could take minutes and the other could take
years and it highlights the contrast between
software and hardware. Since ninety percent
of our work is in software, we can quickly
adapt to our customer’s needs. u
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